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What is Machine Unlearning

• The right to be forgotten: data owners have the right to delete their data 
from an entity storing it

• Data removal in databases Data removal in AI models

• Machine Learning v.s. Machine Unlearning
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What is Machine Unlearning

• Applications
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What is Machine Unlearning

• A gold standard: retraining from scratch

• Practical strategies: exact and approximate unlearning

• Exact unlearning: retraining from scratch more efficiently (sharding)

• Approximate unlearning: estimate retrained model using current model
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Trustworthy Machine Unlearning

• Two challenges towards trustworthy MUL
• Certification: how do I guarantee my unlearning is good enough

• Verification: how do others know my unlearning is effective

Machine Learning as a Service 
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Trustworthy Machine Unlearning
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• Certification: how do I guarantee my unlearning is good enough
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Certified Unlearning

• Intuition: Bound the similarity between retrained and unlearned models

• Differential Privacy & Certified Unlearning:
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Unlearn
ing

Certified Unlearning

• Intuition: Bound the similarity between retrained and unlearned models

• Differential Privacy & Certified Unlearning:
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Certified Unlearning

• 𝜀, 𝛿 -unlearning = Estimate (Newton’s/GD) + Gaussian mechanism (noise)

• Certification level 𝜀, 𝛿  depends on estimation error

• Challenge: bounding estimation error for non-convex deep neural nets

• Solution:

Local convex 
approximation 
(adding l-2 reg)

Projected 
gradient 

descent (PGD) 9

“Towards Certified Unlearning for Deep 
Neural Networks”, Binchi Zhang, 
Yushun Dong, Tianhao Wang, Jundong 
Li, International Conference on Machine 
Learning (ICML), 2024.



Certified Unlearning

• Results

• Evaluation metrics: relearn time, membership inference attack acc & AUC
• Our method is more effective than other unlearning baselines in removing 

the information of the unlearned samples
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Certified Unlearning

• Results

• Certified unlearning has over 10 times speedup compared with exact 
unlearning (retrain) over DNN
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Unlearning Verification

• Unlearning protects user privacy, but does not                                                                
benefit model provider

• Threat Model (Dishonest Model Provider):
• Adversary’s Goal: Pretend to unlearn but actually not (better model utility and lower 

computational cost)
• Adversary’s Knowledge: complete access to the training process, e.g., training data, 

unlearned data, and model

• Verification of Machine Unlearning
• Backdoor: Label some dog images as “cat”. If unlearned, they will be correctly recognized 

as dog
• Reproduce: Provide a reproducible proof of retraining for a verifier. If unlearned, 

reproducible and unlearned data excluded

Current verification strategies are fragile
12

“Verification of Machine Unlearning 
is Fragile”, Binchi Zhang, Zihan 
Chen, Cong Shen, Jundong Li, 
International Conference on 
Machine Learning (ICML), 2024.



Unlearning Verification

• Adversarial Unlearning

Replacing the unlearned data in the mini-
batch with its nearest neighbor in the 
remaining dataset

Forge the proof of 
retraining by 
replacing the 
unlearned data 
with nearest 
neighbor in the 
remaining dataset
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Unlearning Verification

• Results

1. Alg 1 and naive retraining are almost always 
regarded as truly unlearning the target data

2. Alg 2 and original training are hardly 
regarded as truly unlearning the target data

1. Alg 2 can pass the reproducing verification within 
verification error threshold of 0.001

2. The verification error of a checkpoint is 
determined by the gradient norm of the 
checkpoint (under fixed learning rate)
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Unlearning Verification

• Results

Adversarial unlearning helps maintain the unlearned model’s 
utility, especially in a class-imbalanced setting 16



Take-Home Message

• Certification and verification are two main challenges of 
trustworthy machine unlearning.

• We extended certified unlearning to non-convex models via 
local convex approximation and projected gradient descent.

• We proposed two adversarial unlearning methods that bypass 
current verification techniques, necessitating further studies on 
verifiable machine unlearning.
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Trustworthy Machine Unlearning: 
Certification and Verification

Q&A
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