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Overview
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Large Language Models (LLMs) are reshaping education.

They offer:

● Instant explanations
● Scalable feedback
● Continuous learning support
● Access at unprecedented scale

But education demands more than intelligence: Reliability, trustworthiness, 
transparency, and real-world impact.

RQ: How do we build AI systems that educators can trust and learners can 
grow with?
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Challenge of AI for Cybersecurity Education 
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Transforming Cybersecurity Education with AI

● Shift: From passive knowledge acquisition to problem-based learning.
● Need: mastering complex tools and managing uncertainty.
● Opportunity: AI-driven QA systems 

The Risks of LLMs in Education

● Hallucinations: LLMs can generate factually incorrect responses.
● Safety & Misuse: misinformation or dangerous real-world applications.
● The Gap: Standard RAG (Retrieval-Augmented Generation) reduces hallucinations 

but doesn't fully prevent misuse or out-of-scope answers.
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CyberRAG: RAG System for Improved QA

4

C Zhao, et al. "Ontology-aware rag for improved question-answering in cybersecurity education." IEEE BigDate 2025.
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Ontology-Based Validation 

5

Automated Safety & Accuracy Check

● Source: AISecKG (Cybersecurity Knowledge 
Graph).

● Structure: 12 entity types (e.g., attackers, 
tools, systems) and 68 unique relations (e.g., 
can_exploit, can_analyze).

● Mechanism: Filters answers that do not align 
with domain rules or relationship triples.

Garima Agrawal. "Aiseckg: Knowledge graph dataset for cybersecurity education." AAAI-MAKE 2023.
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The superior performance of CyberRAG
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Case Study
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Deploying in the Real Classroom: What Breaks?
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Deploying an ontology-aware RAG system in a live course reveals new challenges:

● Multi-turn, ambiguous student queries

● Course-specific curriculum alignment

● System scalability (100+ students)

● Personalized learning needs



Arizona State University
Data Mining and Machine Learning Lab

AI for Cybersecurity Education in the Era of Large Language Models

CyberBOT System Architecture
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C Zhao, et al. "CyberBOT: Ontology-Grounded Retrieval Augmented Generation for Reliable Cybersecurity Education." CIKM 2025 🏆 Best Demo Paper
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Data Flow of CyberBOT
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Deployment in the Live Classroom: CSE 546

11

CyberBOT has been deployed in a large (100+ students) graduate-level course at Arizona State University (ASU)
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The Trust Problem in AI for Education
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LLMs in education are powerful, but:

● Black-box process
● Limited pedagogical feedback
● Low educator trust

Accurate ≠ Trustworthy

We need:

➡ Transparent, rubric-aligned AI
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EssayCBM: Transparent & Trusworthy Solution
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Traditional 
automated grading 
system:

● X → Y

EssayCBM:

● X → C → Y

K Chaudhary, et al. "EssayCBM: Rubric-Aligned Concept Bottleneck Models for Transparent Essay Grading." arXiv preprint arXiv:2512.20817. 2025.
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Live Demenstration of EssayCBM
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Test-time intervention enables accountable, human-in-the-loop (HITL) grading
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Performance without Sacrificing Accuracy
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Accuracy (AES dataset):

● BERT Baseline: 80.70%
● EssayCBM (BERT): 81.14%

Interpretability ≠ Performance loss
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Real-World Impact: How Students Navigate 
Uncertainty with AI
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Context: Graduate course, Domain-specific AI teaching assistant, AI bounded by course 
materials

Focus: Uncertainty as an epistemic condition

 → Recognition of knowledge gaps or misalignment

Analytical Lens:  Epistemic AIR Model 

Key Insights

●  AI mediates learning
●  Students determine how uncertainty is navigated
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Patterns of Uncertainty Navigation

17

Pattern 1 — Rapid Closure

● Verify → Accept → Move on

Pattern 2 — Compression

● Summarize → Reduce cognitive load

Pattern 3 — Conditional Regulation

● Cross-check → Redirect if needed

Pattern 4 — Sustained Engagement

● Critique → Revise → Iterate

Y Li, et al. “Unpacking Learning Processes in AI-Assisted STEM Education: Cognitive, Emotional, and Uncertainty Perspectives.” Learning Engineering Research 
Network Convening (LERN 2026).



Arizona State University
Data Mining and Machine Learning Lab

AI for Cybersecurity Education in the Era of Large Language Models

Conclusion & Future Work
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We move toward: Reliable, Trustworthy, Transparent, and Impactful AI

From  “What can AI generate?” to “How does AI shape learning?”

The future of AI in education is not just smarter systems. It is systems that:

● Respect characteristics
● Support thinking
● Empower learners
● Scale trust alongside capability
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Resources:

● CyberRAG Paper: https://arxiv.org/pdf/2412.14191
● CyberBOT Paper: https://arxiv.org/pdf/2504.00389
● CyberBOT Demonstration: https://www.youtube.com/watch?v=m4ZCyS4u210
● EssayCBM Paper: https://arxiv.org/pdf/2512.20817
● EssayCBM Demonstration: https://youtu.be/TnJDOoZbVYE
● Workshop: https://cyberaiedu.github.io/
● Contact: https://chengshuaizhao0.github.io/

We acknowledge the support by the National Science Foundation (NSF) under the project SaTC: 
EDU: AI for Cybersecurity Education via an LLM-enabled Security Knowledge Graph. #2335666. 
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